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This document provides information on how to install and run the MobilePASS solution on your mobile device.

Software tokens allow users to generate OTPs (one-time passcodes) on their personal mobile devices.
MobilePASS allows secure remote access to corporate and web-based applications. An integrated support
feature allows administration directly from the Token Management application. The MobilePASS Enrollment
Portal allows users to enroll, activate, and use their tokens without administrative assistance.

MobilePASS is currently supported on iOS, Android, Windows Desktop, and BlackBerry devices.

A MobilePASS token is an application that can generate an OTP value for authentication. Install the
MobilePASS application on your mobile device to use it as an OTP token that works independently of mobile
network connectivity.

Password theft is the single most common way thieves and hackers steal identities and gain unauthorized
access to networks and resources. While they have many ways to steal a password, success depends on the
stolen password being valid, much the way credit card theft relies on the card being usable until you report it as
stolen. The problem of course is that it is almost impossible for you or the security professionals that manage
your network to discover your password has been compromised until long after damage has been done.

MobilePASS solves this problem because the instant you log on with your OTP, it is no longer valid. Any attempt
to log on by re-using the OTP will not only fail but will also instantly alert your network security professionals to a
possible attack on your identity.

After the MobilePASS application is installed, use your mobile device to generate an OTP. To generate an OTP
on your mobile device, enter your mobile device’s MobilePASS PIN.

You have or will shortly receive a “Self-enrollment Email” from your company which contains a unique URL to
the self-enroliment website, along with instructions for installing the MobilePASS software, and enrolling and
activating your token.

Your token will be able to generate OTPs until it is revoked by your Security administrator.

Self-enrollment is a simple process for activating your token and creating your PIN. When you complete this
process you will be able to use your token when you logon.
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| have not received an enrollment E-mail

If you have not received your self-enroliment email, contact your security administrator to arrange for a new self-
enrollment email to be sent to you.

What are my Responsibilities?

Using the MobilePASS will not only provide security, it will simplify your life by reducing or eliminating the need
to remember or periodically change passwords. Your token will do this for you, every time you log on. However,
you do have a few simple obligations as explained in the sub-sections below.

Protecting your Security PIN

Protect your Security PIN just as you would the PIN for your bank or credit card. Never share it with anybody,
including people you trust. Your network security administrator and help desk will never ask for your PIN and
you should never reveal it to them. Never write down your PIN.

What if | forget my PIN?

Contact your help desk. Upon verifying your identity they will be able to reset your PIN.

What if my token is “locked”?

This indicates that there has been an attempt to generate OTPs using an incorrect PIN. Contact your help desk.

What should | do if | can’t log on using my token?

The most common cause of failed logon is entering an incorrect OTP. Never attempt to reuse a token code and
ensure that you enter the code exactly as displayed on the token, including any uppercase and lowercase letters
and punctuation that it may contain.

Your account will automatically lock for a period of time if the maximum number of consecutive failed logon
attempts is exceeded. You must wait this amount of time before your account will unlock. Contact the help desk
to resolve logon problems.
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Configuring MobilePASS for i0OS

This section describes configuring and upgrading MobilePASS for iOS.

MobilePASS iOS users can generate one-time-passcodes directly on their iOS device, and use those
passcodes to authenticate to SafeNet-protected applications and resources.

iOS supports the Safari browser.

Downloading the MobilePASS Application

If you have not yet installed the MobilePASS application, tap the MobilePASS icon to download the application.
Once the application is installed, you can proceed to enrolling your token.

‘

(St

Nob i Pass

Enrolling a MobilePASS Token

Enroll a MobilePASS token to generate an OTP on your mobile device without the need for a physical token.
The token works independently of mobile network connectivity. Download and install the application from the
Apple App store.

Once installed, the MobilePASS application will be visible on the Apple device.
You can enroll your MobilePASS token using either one of the following methods:

o Method 1 — Automatically copy and paste the activation code into the Auto Enroliment window by clicking
the Enroll your MobilePASS token link.

¢ Method 2 — Manually copy and paste the activation string into the Auto Enroliment option of the token.

Enrolling a MobilePASS Token using Method 1

After the administrator configures the MobilePASS settings using the SAS Manager, you will receive the
following email notification:
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1. Tap the https:// link in the email. The SafeNet Authentication Service — Self-Enrollment page is
displayed.
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If you have not yet installed the MobilePASS application, press the MobilePASS icon to download the
application. Once the application is installed, make sure you return to the window displayed above.

Tap the Enroll your MobilePASS token link. The Create New Token window is displayed with the default

token name (My Token 1).

P Create New Token
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The default token name is displayed as it has not yet been enrolled. If your default token was previously
enrolled, a blank Create New Token window is displayed.

Tap Activate. The activation code is automatically pasted and the enrollment process begins.

If your token is PIN protected, the Enter a Token PIN window is displayed. Enter a four, six, or eight digit
numeric or alphanumeric PIN into the Token PIN field, and then tap Continue.
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4. Your passcode is displayed in your MobilePASS window. If necessary, tap Generate Passcode to receive a
new passcode.
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Enrolling a MobilePASS Token using Method 2

After the administrator configures the MobilePASS settings using the SAS Manager, you will receive the
following email notification.
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1. Tap the https:// link in the email. The SafeNet Authentication Service — Self-Enrollment window appears.

¥

[ o
If you have not yet installed the MobilePASS application, press the MobilePASS icon to download the
application. Once the application is installed, make sure you return to the window displayed above.

2. Copy the activation string, ensuring that you select the entire string. The Create New Token window is
displayed.

The last character "=" can be ignored during the copy operation.
Note: The default token name (My Token 1) is not displayed as it has already been enrolled.
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3. Enter a name in the New Token Name field, and then tap Activate.
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4. Onthe Token Enrollment page, tap Auto Enrollment. (Note that Manual Enrollment is not supported in
SAS MobilePASS.)
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5. Onthe Auto Enrollment window, the activation string that was copied above is automatically pasted into
the Auto Enrollment window.
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Note: If your token is PIN protected, the Enter a Token PIN window appears. Enter a four-, six-, or eight-
digit numeric or alphanumeric PIN into the Token PIN field, and then tap Continue.
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6. Tap Continue. Your Passcode is displayed on your MobilePASS window. If necessary, tap Generate
Passcode to receive a new Passcode.

Your Fa

873708
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Note: To perform other tasks, such as View Token Information, Change Token Name, Deactivate Token, or
Delete Token, tap the Settings button on the device.

£
Creating a New Token
To create a new token:

1. Open the MobilePASS application on the device.

Tap the . icon. The Create New Token window is displayed.

3. Enter a New Token Name, and then tap Activate. The Token Enrollment window is displayed. Note that if
you tap Activate Later, you are returned to the Token List window and your token will not be enrolled until
you tap Activate.

Taken Enrclimant

Baduet a miataed tor anealing This
foken.

Marual Enrcllmant

i Enrofimes
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4. Tap Auto Enrollment. The Auto Enrollment window is displayed. (Note that Manual Enrollment is not
supported in SAS MobilePASS.)

5.

The string that was copied previously is automatically pasted in the Auto Enroliment window.

Auto Enroliment
Ervolment Syng
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Tap Continue to enroll your token. Your Passcode is displayed on your mobile device. If necessary, tap
Generate Passcode to receive a new Passcode.
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Defining a Token PIN

MobilePASS supports both simple numeric protection PINs, and more complex, stronger alphanumeric
protection PINs. The numeric keypad is the default keyboard option. For stronger PIN protection, the
alphanumeric keyboard option is available by selecting the ABC key on the lower left corner of the keypad.

If you are using a PIN-protected token, do the following:

Set a Token PIN Set a Token PIN

Tcken PIN Heenter Toxen PIY

A Toben PIN st coolen 4

dprarumede charocters.

| Concel Continue | Cancel Continus

Enter a four, six, or eight digit numeric or alphanumeric PIN into the Token PIN field, and then re-enter the PIN
in the Re-enter Token PIN field to confirm it. If your token is PIN protected, the option to Change Token PIN
becomes available on the device’s Main menu.

Changing a Token PIN

To change your PIN, ensure that the token is activated and then do the following:

1.

2
3.
4

Open the MobilePASS application on the device.
Select the token name from the token list, and then enter your PIN to authenticate.
Tap Change Token PIN from the menu options.

Enter and confirm the new PIN that you will use with the token. The Change Token PIN confirmation
window is displayed.

P Change Token PIN
Curment Toxen PIN

oedf

P Change Token PIN

Ao entar your now FIN

P Token Authentication
Tokon PIN

Aranzt: 2%
Irandat Tk SN Phosan mearier your
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" Canoced Continue
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P Change Token PIN

Tokan PIN has hose changed

Contimus

%
e
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5. Tap Continue to generate a Passcode.

Note: You have only a certain number of times to enter the correct PIN (depending on how many retries your
administrator defined in the SAS Manager). If you exceed the number of retries defined, your token must be re-

activated.

Generating Passcodes with Time-based Tokens

If you are using a time-based token, the one-time passcode is automatically generated after the specified time

interval has elapsed.

Your Fa

482303

Max passcnda in 21 semnds

@.ﬁmﬂ. '"w.m .

Generating Passcodes with Challenge-Response Tokens

If you are using a challenge-response type token, do the following:
1. Enter the challenge code provided on the Enrollment Portal into the Challenge Code field on the device.

2. Tap Generate Passcode. The passcode is displayed. To generate another passcode, tap Next Challenge,

and then repeat this process.

Token Authentication

Chatorge Code

1234557

Generote Passoode

593999

Nt Challenge

@feNet ~

Your Passcode
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Viewing Token Information

To view token information:

1. Open the MobilePASS application on the device.

2. Select the token name from the token list, and then enter your PIN to authenticate.

3. Select Token Information from the menu options. The Token Information window is displayed.

i i Teken Inlormralinn
*

#  Changa Tohan Hassa |

Il Change Teken PR ]

i. % Deaptivme Token

lﬁ Dl Taken

THE
% CauFsHY

Renaming a Token

Note: If your token is on a USB 3.0 device and your environment is Windows 8, ensure that you have “Full
control” permissions to write to the device before attempting to change the token name.

To grant “Full control” permissions:
1. In Windows Explorer, right-click the USB 3.0 drive and then select Properties.

2. On the Security tab, in the Group or user names box, select Authenticated Users.

Toos | Hadwae |

Sharng

|

ReadyBoost | Quota |

\

Object name: E:\

Group cr user nemes:

S2,SYSTEM
$2, Admiristrators (Thiteen\Administrators)
82, Users (Thizen\Users)

Aithenticated Users

To change permissions, click Edit

Permissions for Authenticated
oars

Ful control

Maddy

Read & execue
List folder contents
Read

Wite

Leam about access control and pamissions

For special permissions or advanced settings,
click Avanced. | fdanced |

[ ok ][ coad |

Apply
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3.
4,
5.

6.

Click Edit.
If prompted, enter the administrator credentials.

In the Permissions for Authenticated Users box, on the Full control row, select Allow.

Securty

Object name:  E:\

Group or usernames:

B2 Authenticated Users

H2,5¥STEN

8@ Adminietrators (Thiteen Adminitrators)
A8, Us=rs (Thinzen'\Users)

Permissions for Authenticated
Users

Full corral

Madify

Read &execue
List folder cortents
Read

Leam about access control and permissions

[ ok || Ccancel

Click OK to save the changes.

To change a token name:

1.

2
3.
4

Open the MobilePASS application on the device.
Select the token name from the token list, and then enter your PIN.
Tap Change Token Name from the menu options.

Enter your new token name and then press Continue.

Sarah

Change Token Name Change Token Name
Now Token Name

| Takan wame s b changad

Continue

I Cancet | Continue |
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Deleting a Token

There will be instances when you will need to delete your token.

To delete a token:

1.

2
3.
4

Open the MobilePASS application on the device.

Select the token name from the token list, and then enter your PIN.

Tap Delete Token from the menu options.

Read the warning, and then tap Delete.

Delete Token

You are about to delete this token
Warning: A deleted token can never be
used again

Dolote

Cancel

THE

COMBANY

Deactivating a Token

There will be instances when you will need to set your token back to its original state.

Note: Before deactivating tokens, contact your administrator. Unless re-enrollment privileges are enabled, you
cannot reenroll your token until the administrator removes the token from your record.

To deactivate a token:

1. Open the MobilePASS application on the device.

2. Select the token name from the token list, and then enter your PIN.

3. Tap Deactivate Token from the menu options.
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4. Read the warning, and then tap Deactivate.

Enrolling MobilePASS for Android

Denctivate Token

¥odr ara AboLE i dascivene this faean.
¥ou must acteale It again beions ian
b emesed Cpnict your sdminizinalyr fr
deralks.
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This section describes configuring and upgrading MobilePASS for Android. MobilePASS Android users can
generate one-time-passcodes directly on their Android mobile device, and use those passcodes to authenticate
to SafeNet-protected applications and resources.

The following Android browsers are supported:

Native Browser
Chrome
Firefox

Opera

Skyfire

Dolphin
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Enroll a MobilePASS token to generate an OTP on your mobile device without the need for a physical token.
The token works independently of mobile network connectivity. Download and install the application from the
Google Play store.

Once installed, the MobilePASS application will be visible on the Android Gallery.

You can enroll your MobilePASS token using either one of the following methods:

e Method 1 — Automatically copy and paste the activation code into the Auto Enroliment window by clicking
the Enroll your MobilePASS token link.

¢ Method 2 — Manually copy and paste the activation string into the Auto Enroliment option of the token.

To enroll a MobilePASS Token using Method 1

After the administrator configures the MobilePASS settings using the SAS Manager, you will receive the
following email notification:

] 4 ¥

SafeNet Authentication Service Self-
enrollment

SafeNet Authentication Service Self

To: eden] @sx oI 1498

eden edenl
Your self-enroliment account has been
created

If you are enrolling & hardware token, and do
not have your token yel, please contact your
system administrator.

Please. go ta the following UAL to enrcll with
SafeMet Authentication Service:

hittps//10.6.0.37/ sellEnrollment/index. aspx?
code=ctishjgmJbDSZiJGnrpBXaqiD

If the above link does not work, please copy
and paste this url to your web browser.
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1. Tap the https:// link in the email. The SafeNet Authentication Service — Self-Enrollment window appears.
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If you have not yet installed the MobilePASS application, press the MobilePASS icon to download the
application. Once the application is installed, make sure you return to the window displayed above.

2. Tap the Enroll your MobilePASS token link. The Create New Token window is displayed with the default
token name (My Token 1) in the display.

The default token name is displayed as it has not yet been enrolled. If your default token was previously
enrolled, a blank Create New Token window is displayed, enabling you to create and then enroll a new
token.

F Create Mew Tohen
M Taken Kame
by Tokan 1

Ariruly

Lancel

::'s_}r. Fdut
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3. Tap Activate. The Auto Enrollment window appears, with the activation string automatically copied and
pasted in the display, and the enrollment process begins.

ﬂ- Activating
r

4. Your Passcode is displayed on your MobilePASS window. If necessary, Tap Generate Passcode to receive
a new Passcode.

Wil

345545

BEa e Frag o

-
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To enroll a MobilePASS Token using Method 2

1. After the administrator configures the MobilePASS settings using the SAS Manager, you will receive the
following email notification;

o] + #

SafeNet Authentication Service Self-
enrollment

SafeNet ication Service Self

SafeNet Authentication...
V| admin@localdomain.mail

To: edenl@sam.com 1418

edenl edenl:
Your self-enroliment account has been
created.

If you are enrolling a hardware token, and do
not have your token yet, please contact your
system administrator.

Please, go to the following URL to enroll with
SafeNet Authentication Service:

https://10.6.0.37/selfEnrollment/index.aspx?
code=ct0shjgmJbDSZiJGnrpBXagqiD

If the above link does not work, please copy
and paste this url to your web browser.

= -
. el

2. Tapthe https:// link in the email. The SafeNet Authentication Service — Self-Enrollment window is
displayed.

% https://10.6.0.37/selfEnrolimer C' E

Your self-enrollment account has been
created

If the MobilePASS application is not yet
installed on your device, download it from the
following location

K

Once the application has been installed, please
select the link below to install the token on
your device.

Enroll your MobilePASS token

In the event you are experiencing difficulties
with loading the token with this link, you may
instead copy the following string, open the
MobilePass application, select Automatic
Enrollment, and then paste (on some platforms
it may already be pasted):

RW5yb2xshWVudFVSTD1odHRwezovLZEwWL]Y
uMC4zNy9dzZWxmRWS5yb2xsbWVudCIEUDIQ
UC5hc3B4P3NjPXVMNEczWXh1dVYNCIVZZXJ
JRD1IZGVuUDQpQYXNzeGhy YXNIPTcyODg=

If you have not yet installed the MobilePASS application, tap the MobilePASS icon E to download the
application. Once the application is installed, make sure you return to the window displayed above.

3. Copy the activation string, ensuring that you select the entire string.

Note: The last character "=" can be ignored during the copy operation.
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4. Tap the MobilePASS icon to open the application. A default token named My Token 1 is automatically
created.

My Token 1

5. Tap the default token named My Token 1. The Token Enroliment window is displayed.

P Token Enroliment

a method for enrolling this toker
Manual Enrollment
Auto Enroliment

Cancel

[
\‘\%Juﬁ»Nol

S [ =
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6. Tap Auto Enrollment. The Auto Enroliment window is displayed. (Note: Manual Enrollment is not
supported in SAS MobilePASS.)

P Auto Enroliment
Enrollment String

IWS5yhZxsbWVudFVSTD 1 odHRwezovLzEwLjYuh

The enrollment string has been
automatically copied from the clipboard.

Cancel Continue

7. The activation string that was copied previously is automatically pasted in the Auto Enroliment window.

8. Tap Continue. Your Passcode is displayed on your MobilePASS window. If necessary, tap Generate
Passcode to receive a new Passcode.

¥our Passoode Your Pas

994639

345545

Gl Mess e Oererans Poronds

o
_'.:.\_*r«.h-k. it

To perform other tasks, such as View Token Information, Change Token Name, Deactivate Token, or Delete
Token, press the standard Menu button on the device.
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To create a new token:

1. Open the MobilePASS application on the device.

2. Tap the device’s Menu button.

3. Tap Create Token.

The Create New Token window is displayed.

P Create New Token
New Token Name

IE

Activate
Activate Later

Cancel

1 o |

4. Enter a New Token Name, and then tap Activate. The Token Enrollment window is displayed.

Note: If you select Activate Later, you are returned to the Token List window, and your token will not be
enrolled until you select Activate.

P Token Enrollment

elect a method for enrolling this token.
Manual Enrollment
Auto Enroliment

Cancel

N .
Q\S}Jaf(:Nu(
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5. Tap Auto Enrollment. The Auto Enrollment window is displayed. (Note: Manual Enrollment is not
supported in SAS MobilePASS.)

6 Activating

N

6. The string that was copied previously is automatically pasted into the Auto Enrollment window.

7. Tap Continue to enroll your token. Your Passcode is displayed on your mobile device. If necessary, tap
Generate Passcode to receive a new Passcode.

Your Passcode

345545

\ Generate Passcode

@n‘eNet
i
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MobilePASS supports both simple numeric protection PINs, and more complex, stronger alphanumeric
protection PINs. The numeric keypad is the default keyboard option. For stronger PIN protection, the
alphanumeric keyboard option is available by selecting the ABC key on the lower left corner of the keypad.

If you are using a PIN-protected token, do the following:

1. Enter a four, six, or eight digit numeric or alphanumeric PIN into the Token PIN field, and then tap
Continue.

2. Re-enter the PIN in the Re-enter Token PIN field to confirm it, and then tap Continue.

P Set a Token PIN P Set a Token PIN

Token Pin Re-enter Token PIN

A Token PIN must contain 4 alphanumeric

characters
Cancel Continue

Cancel Continue

qwer r ty u.i 12 3 456738 90

asdfghj k.| @ # S % & » - + ()

~ HENEEEE =

&4 z x cvbnm a

Done

na & . Done

~

Note: If your token is PIN protected, the option to Change Token PIN becomes available on the device’s
main menu.

Your Passcode

555808

Next Passcode in 4 seconds.

i ’
Token Information Change Token Name
PIN c
Change Token PIN Deactivate Token
W &)

Delete Token

A
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To change your PIN, ensure that the token is activated and then do the following:

1. Open the MobilePASS application on the device.

2. Select the token name from the token list, and then enter your PIN to authenticate.

3. Tap Change Token PIN from the menu options. The Change Token PIN window is displayed.

P Change Token PIN

Token PIN has been changed
Press 'Continue’ to generate a passcode

P Change Token PIN p Change Token PIN P Change Token PIN

irrent Token PIN le-enter Token PIN srrent Token PIN

Continue

Cance| Continue Cancel Continue

Cancel Continue

gwertyuiop qgqwertyuiop

&l IS il R Rl A O R asdf ghj kI

& zxcvhbhnmaea & 2z xecvhbnmaea

(Gpreree (Sferiee

= e ]

4. Enter and confirm the new PIN that you will use with the token. The Change Token PIN confirmation
window is displayed.

5. Tap Continue to generate a Passcode.

Note: You have only a certain number of times to enter the correct PIN (depending on how many retries your

administrator defined in the SAS Manager). If you exceed the number of retries defined, your token must be re-
activated.

If you are using a time-based token, the one-time passcode is automatically generated after the specified time
interval has elapsed.

Your Passcode

654053

Next Passcode in 26 seconds.

THE

)
r{:Sachct
=4
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If you are using a challenge-response type token, do the following:
1. Enter the challenge provided on the Enrollment Portal into the Challenge Code field on the device.

2. Tap Generate Passcode. The passcode appears. To generate another passcode, tap Next Challenge, and
then repeat this process.

P Token Authentication

Challenge Code Your Passcode

45886120

1234567

Generate Passcode

To view token information:

1. Open the MobilePASS application on the device.
2. Select the token name from the token list, and then enter your PIN to authenticate.

3. Select Token Information from the menu options. The Token Information window is displayed.

MED

P Application Information

Version:

P Token Information
OTP Mode €

Policy String 6696391431
Policy Level

Token PIN Set:

Serial Number
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To change a token name:

1.

2
3.
4

Open the MobilePASS application on the device.
Select the token name from the token list, and then enter your PIN.
Tap Change Token Name from the menu options.

Enter your new token name and then tap Continue.

P Change Token Name

New Token Name

Cancel Continue

gwer r tyu.i

asd f gh j kI

&4 z x cvbnmaea

Done

There will be instances when you will need to delete your token.

To delete a token:

1.
2.
3.

Open the MobilePASS application on the device.
Select the token name from the token list, and then enter your PIN.

Tap Delete Token from the menu options.
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4. Read the warning, and then tap Delete.

_

P Delete Token

You are about to delete this token
Warning: A deleted token can never be used
again

Delete

Cancel

N
(SafeNet
€& (! =

There will be instances when you will need to set your token back to its original state.

Note: Before deactivating tokens, contact your administrator. Unless re-enrollment privileges are enabled, you
cannot reenroll your token until the administrator removes the token from your record.

To deactivate a token:
1. Open the MobilePASS application on the device.
2. Select the token name from the token list, and then enter your PIN.

3. Tap Deactivate Token from the menu options.
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4. Read the warning, and then tap Deactivate.

P Deactivate Token

You are about to deactivate this token.
You must activate it again before it can be used.
Contact your administrator for details.

Deactivate

Cancel

=
@al’el\let

You can view specific application information, as well as uninstall the application from your Android device.
To view Android application information:
1. Onyour Android device, tap Settings > Apps > MobilePASS. The App info window is displayed.

o

E4 App info

@B MobilePASS
P

Force stop Uninstall
v Show notifications

STORAGE

Total 0.98MB
App 0.95MB
Data 28.00KB

Clear data

CACHE

Cache 24.00KB

Clear cache

LAUNCH BY DEFAULT

No default
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Installing MobilePASS using the .msi File on Windows
Desktop

To install MobilePASS via the .msi file:
1. Double-click SafeNet MobilePASS.msi. The SafeNet MobilePASS Installation Wizard is displayed.

welcome to the InstallShield Wizard for
Safenet MobilePASS

SafeNet

MobilePASS The Trealseld(R) Winad wil Install Safedit MotbeA3S on
Your compurer, To continue, cick Nast,

WARNING: This program 5 protected by copyright fow and
International treaties,

<fndé rT-I Carcel l

2. Click Next. The License Agreement window is displayed.

{& safenet MobilbePASS - InstaliShield Wizapd

License Agreement
Heass read the follvaing kcense agrasmant carefully. feNet.

SOFTWARE LICENSE AGREEMENT a

IMPORTANT - READ THESE TERMS CAREFULLY BEFORE DOWNLOADING,
INSTALLING OR USING THIS SOFTWARE. BY DOWNLOADING OR

INSTALLING THIS SOFTWARE, YOU ACKNOWLEDGE THAT YOU HAVE READ

THIS LCENSE AGREEMENT, THAT YOU UNDERSTAND IT, AND THAT YOU

AGREE TO BE BOUND BY ITS TERMS. IF YOU DO NOT AGREE TO THE TERMS \_.j

& 1atcept the tars in the lcerse arearent et |
10 not accept the terms in the fcanss scresmert
Irptlih=d

<pak [ Neds | cencal l
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3. Read the license agreement carefully, select | accept the license agreement, and then click Next. The
Destination Folder window opens, displaying the installation folder.

4.

Destination Folder .
Chek Naxt to instal 2o this folder, o dick Change to hetal to & eNet.
differeny: folder.

“ . Inskel Sefehiet MobiePASS to:
o Coprogran FesissteNetyaubenication) e

{ryste] Sha=d

<m|m>| Canmll

If necessary, click Browse to select a different destination folder, and then click Next. The Ready to Install
the Program window is displayed.

(& SaleNet MobilePASS - Inst allShield Wizard x|
Ready to Install the Program -
The wizard is ready to begin instalation, Net

Clck [nstal to begnn the insallatian.

1F you wank to revaw ar changn any of your etalation settings, dick Back, Clidk Cancel to
exit tha vizard, ¢

Irezalaredd

<tk [ e | cexel |
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5. Click Install. The installation process starts.

il SafeNet MobilePASS - InstallShield Wizard

Installing SafeNet MobilePASS
The pragram Feanres you selected are being Ingtalied, feNet
Blesse wek whie the InstalShisid Vizerd inszalls Sfelvet MolePASS, This '

Inentheld

SafeNet

MobilePASS The Instalstiel] Wizard has successful insteled Safedlet
MebiePASS, Clck Finsh bo exit ths wizard,

<Ba:¥.-| Frish I Layel |
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Enrolling MobilePASS for Windows Desktop

MobilePASS for Windows Desktop users can generate one-time-passcodes directly on their Windows Desktop,
and use those passcodes to authenticate to SafeNet-protected applications and resources.

The MobilePASS for Windows Desktop application works with Windows XP, Windows Vista, and Windows 7.

The MobilePASS application is available at http://www2.safenet-inc.com/sas/getmp.html.

Enrolling a MobilePASS Token

Enroll a MobilePASS token to generate an OTP on your Windows Desktop without the need for a physical
token. Once installed, the MobilePASS application will be visible on the Windows Desktop. Double-click the icon
to open the application. The Welcome window appears. You can enroll your MobilePASS token using either
one of the following methods:

¢ Method 1 — Automatically copy and paste the activation code into the Auto Enrollment window by clicking
the Enroll your MobilePASS token link.

e Method 2 — Manually copy and paste the activation string into the Auto Enroliment option of the token.

Enroll a MobilePASS Token using Method 1

After the administrator configures the MobilePASS settings using the SAS Manager, you will receive the
following email notification.

A

felNet Authentication Service Self-enrollment ¥ X

SAS (noreply@safenet-inccom) Add to contacts 7:11 AM Actions v
To: eng_test®lvecom ¥

S8arah Smith:

S

[SY]

Your self-enrollment account haa been created.

e enrolling a hardware token, and do not have your token yet,

ntact your system administrator.

(SRS
[

g
moke
w

o

o
DK
=)

go te the following URL to =nroll with SafeNet Authentication

httpo://sastestae.safenet-inc.com/selfEnrollment/index. aspx?

If the above link does not work, please cepy and paste this url to your web
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http://www2.safenet-inc.com/sas/getmp.html

1. Click the https:// link in the email. The SafeNet Authentication Service — Self-Enroliment window is
displayed.

SafeNet Authentication Service - Self Enroliment

Your seif-entollment account has been creatad

I the MobilePASS apobcation is not yel instaled on your device, donsioad it
from the following location:

Domnlaad MohBaPASE Instalar Emcg't

Once the applcation has been Instaled, please select the ink below to Install
the token e yaur davice.

Enzoll your MobliePASS token

In the evert you are expenescng difficulties with loading the token with this
Ink, you may instead copy the following string, open the MoblePass
application, selecr Automatic Enrolmant, and then paste (on some platfoms it
may already be pasted)!

AWSyh2xsb W VUENVETD L od HRm coVLZ Ewr LIYUMC 4 2My02 2\ xmiBW Syb 2xsb v vy
dCOEVQUCH hc 84PN Xh 1 T T# nUZQNCIVZZXOIRD 12X ha DENCIBhcINw s

HIRC2UONJUMNA= =

2. Click the Enroll your MobilePASS token link. The Create New Token window is displayed with the default

token name (My Token 1).

£l
™ MobilePASS

P Create New Token

MNew token name
ISarah

Activate Later

THE

o&TA
PROTECTION
ComPRNY
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3. Enter a new token name and then click Activate. The activation string that was copied previously is
automatically pasted in the Auto Enrollment window. If the automatic enrollment succeeded, the Set a PIN
window is displayed.

Note: Manual Enrollment is not supported in SAS MobilePASS.

Note: If your token is PIN protected, the Enter a Token PIN window is displayed. Enter a four, six, or eight
digit numeric or alphanumeric PIN in the Token PIN field, and then click Continue. If your token is not PIN
protected, your Passcode is displayed and your token is activated.

= MobilePASS

Set a Token PIN

Token PIM

L Continue J [ Cancel J

A Token PIN must contain 4 alphanumeric
characters.

.
COMPRNY

4. Enter your Token PIN, and then click Continue. You will be required to re-enter your Token PIN.

2 Mobilepass

Seta Token PIN

Re-enter Token PIN

{ Continue ] { Cancel ]

THE
ATA
. | PRoTECTION
COMPANY
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5. Re-enter your Token PIN, and then click Continue. Your Passcode is displayed in the next window, and
your token is activated.

Your Passcode

293710

iGcncm(c Pnsscoch
.

@.ﬁeﬂa i
\:&NA\( t

6. If necessary, click Generate Passcode to receive a new Passcode.

Enroll a MobilePASS Token using Method 2

1. After the administrator configures the MobilePASS settings using the SAS Manager, you will receive the
following email naotification.

From Me <kristine@sam.com> & Reply | = Forward| @ archive| @ Junk| © Delete
“uo0 SafeNet Authentication Service Self-enroliment 10:30 AM
To Me <kristine@sam.com> Other Actions

sarahl sarahi:
Your self-enrollment account has been created.

If you are enrolling a hardware token, and do not have your token yet, please contact your system
administrator.

Please, go to the following URL to enroll with SafeNet Authentication Service:

https://18.6.8.63/selfEnrollment /index.aspx?code=EiugOMroOVeihiQIUjZhNvaoT

If the above link does not work, please copy and paste this url to your web browser.
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2. Click the https:// link in the email. The SafeNet Authentication Service — Self-Enrollment window appears.

SafeNet Authentication Service - Self Enroliment

Your self-entollment accownt has besen oeated

1f the MobidePASS applcation is not yet instabed on your device, download it
from the foBowing kocation:

Once the appication has been instaled, please select the Fnk below o install
1he token on your device,

Enroll your MoblePASS 1o0ken

In the event you are expenendng difficulties with lcading the token with this
fink, you may instead copy the folloming string, cpen the MobiePass
appiication, select Automatic Enrofment, and ther paste (on some platforms it
may alnady be pasted):

AW Sy 2xsb W VLEFVSTD L od HRW czovLZEwW L YuMCA2My92 ZW xmRW Syb 2xs bWy
dCIEUOtQUCShCIRAPINGPX L TDIXTIF Uz QNCIV2 ZXLRDA 2YVXINaDENCERCINW S

MIECZUINJUSNA ==

3. Copy the activation string, ensuring that you select the entire string. The Create New Token window is

displayed.

Note: The last character "=" can be ignored during the copy operation.

>
MobilePASS

P Create New Token

Mews token name

I Sarah

SafeNet Authentication Service: Welcome Guide

MobilePASS

Document PN: 007-012439-002, Rev. A, Copyright © 2014 SafeNet, Inc., All rights reserved.

40



4. Enter a new token name and then click Activate. The activation string that was copied previously is
automatically pasted in the Auto Enrollment window. If the automatic enrollment succeeded, the Set a PIN
window is displayed.

Note: Manual Enrollment is not supported in SAS MobilePASS.

Note: If your token is PIN protected, the Enter a Token PIN window is displayed. Enter a four, six, or eight
digit numeric or alphanumeric PIN into the Token PIN field, and then press Continue. If your token is not
PIN protected, your Passcode is displayed and your token is activated.

& MobilePASS

Set a Token PIN

Token PIN

Cconone | [ comet |

A Token PIN must contain 4 alphanumeric
characters.

Set a Token PIN

Re-enter Token PIN

r

I Continue ] [ Cancel }

e
EATA
feNet. oo
ConPany
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6. Re-enter your Token PIN, and then click Continue. Your Passcode is displayed in the next window, and
your token is activated.

2 MobilePASS

x|

Your Passcode

293710

Generate Passcode

7. If necessary, click Generate Passcode to receive a new Passcode.

Defining a Token PIN

MobilePASS supports both simple numeric protection PINs and more complex, stronger alphanumeric
protection PINs.

B rovicrass i
Back Sarah
Seta Token PIN P Set a Token PIN
Token PIN Re-enter Token PIN
| [
[ Continue ] [ Cancel ] { Continue ] Cancel }

A Token PIN must contain 4 alphanumeric
characters:

THE
ATA
. | ProTECTION
COMPANY

THE

PROTECTION
COMPANY

If you are using a PIN protected token, do the following:

Enter a four, six, or eight digit numeric or alphanumeric PIN into the Token PIN field. Make sure you re-enter the

PIN in the Re-enter Token PIN field.

Note: If your token is PIN protected, the option to Change Token PIN becomes available on the application’s

Main menu.
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Changing a Token PIN

To change your PIN, ensure that the token is activated and then do the following:
1. Open the MobilePASS application.

2. Select the token name from the token list, and then enter your PIN to authenticate.
3. Click Change Token PIN from the menu options.

2 MobilePass x| & MobilePASS
Sarah Sarah
Change Token PIN P Change Token PIN Change Token PIN

Current Token PIN New Token PIN Re-enter your new PIN

G

Rl | L= | IS =~

A Token PIN must contain 4 alphanumeric
characters

THE
OATA
PROTECTION
COMPRNY

& MobilePASS E

™E
OATA
PROTECTION
COMPRNY

Sarah

Token Authentication P Change Token PIN

Token PIM has been changed
Token PIN Press 'Continue' to generate a
| passcode.
Atkempts: 2/10,
Invalid Token Pin, Please re-enter your PIN,

After 10 unsuccessful attempts, your token wil
need to be activated again,

Lo (o) ||

HE HE
DATA DATA
LB - | mroTEcTION
CoMPRNY CoMPANY

4. Click Continue to generate a Passcode.

5. Enter and confirm the new PIN that you will use with the token. The Change Token PIN confirmation

window appears.

Note: You have only a certain number of times to enter the correct PIN (depending on how many retries
your administrator defined). If you exceed the number of retries defined, your token must be re-activated.
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Generating Passcodes with Time-based Tokens

If you are using a time-based token, the one-time passcode is automatically generated after the specified time

interval has elapsed.

| &F MobilePasS

Your Passcode

750045

Next Passcode n 25 seconds

e
qem
COvRRNY

Generating Passcodes with Challenge-Response Tokens

If you are using a challenge-response type token, do the following:

1. Enter the challenge provided on the Enrollment Portal into the Challenge Code field on the application.

2. Click Generate Passcode. The passcode is displayed. To generate another passcode, click Next

Challenge and then repeat this process.

8 robterhss 5]
Sarah | i

P Token Authentication

Challenge Code

Your Passcode

25931319

™E
DATA

- | PROTECTION
COMPANY

x|
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Viewing Application and Token Information

To view application and token information:

1. Open the MobilePASS application.

2. Select the Token Information icon . from the menu displaying the MobilePASS users. The Application
Information window is displayed showing both Application and Token details.

2 MobilePAss

Back

Application Information
Version; 8.3.1.20

P Token Information

OTP Mode: Time-Based
Policy String: 1349387255
Policy Level: Level 4

Token PIN Set:  Yes

Serial Number:

Copyright ® 2013 SafeNet, Inc. All rights
reserved

Renaming a Token

To change a token name:

1. Open the MobilePASS application.

2. Select the token name from the token list, and then enter your PIN.

3. Click Change Token Name in the menu options.

4. Enter your new token name and then click Continue.

[ =

2 MobilePass

m Sarah

P Change Token Name

MNew token name

THE
0&TA
PROTECTION
COMPRNY

P Change Token Name

Token name has been changed.
Press 'Continue' to generate a
passcode

™e
oATA
felNlet. | oo
commANY
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Deleting a Token

There will be instances when you will need to delete your token.
To delete a token:

1. Open the MobilePASS application.
2. Select the token name from the token list, and then enter your PIN.

3. Click Delete Token in the menu options.

4. Read the warning, and then click Delete.

& MobilePASS

Delete Token

You are about to delete this token
Warning: A deleted token can never
be used again

Deactivating a Token

There will be instances when you will need to set your token back to its original state.

Note: Before deactivating tokens, contact your administrator. Unless re-enrollment privileges are enabled, you
cannot reenroll your token until the administrator removes the token from your record.

To deactivate a token:

1. Open the MobilePASS application.
2. Select the token name from the token list, and then enter your PIN.
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3. Click Deactivate Token in the menu options.

4. Read the warning, and then click Deactivate.

B MobilePASS x|

Back Sarah

P Deactivate Token

You are about to deactivate this
token. You must activate it again
before it can be used. Contact your
administrator for details.

-
Cancel

THE
0kTA
COMPRNY

Installing and Upgrading MobilePASS for BlackBerry

This section describes how to install MobilePASS for BlackBerry and how to upgrade from an existing version.

MobilePASS for BlackBerry allows users to automatically activate and enroll their software tokens over Wi-Fi
and wireless networks using the MobilePASS application. MobilePASS for BlackBerry can be downloaded and
installed directly to devices running BlackBerry OS version 5.0 and higher.

MobilePASS for BlackBerry software tokens can be deployed:
e Over-the-air (OTA) via the SafeNet-hosted server
¢ OTA via your own internally-hosted server (providing for version control)

¢ Viathe BlackBerry Desktop Manager (Note: The BES policy configuration is not available when deploying
with Desktop Manager.)

¢ Viathe BlackBerry Enterprise Server (BES) application push (Note: The Automatic Authentication feature
is only available for BES deployments.)

The MobilePASS application is available at http://www2.safenet-inc.com/sas/getmp.html. The zipped file
includes folders for OTA, Desktop, and BES packages. The MobilePASS for BlackBerry zip file consists of a
combination of the following files:

e MobilePASS.cod
e MobilePASS.jad
e MobilePASS.alx.
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Files are combined based on how the software will be installed on the BlackBerry device. If installing OTA, the
MobilePASS.cod and MobilePASS.jad files should be used. If installing via the Desktop Manager, the
MobilePASS.cod file and the MobilePASS.alx file should be used.

To distribute MobilePASS for BlackBerry, do the following:

1. Determine how BlackBerry device users will download the MobilePASS for BlackBerry application to their
device.

2. Configure the appropriate files and/or policies if users will automatically enroll with the automatic
authentication feature on or off with their tokens.

3. Post the appropriate files to a location where users can access them, and then inform your MobilePASS for
BlackBerry users that the software is available for downloading and installing.

This section describes configuring and upgrading MobilePASS for BlackBerry.

MobilePASS BlackBerry users can generate one-time passcodes directly on their BlackBerry mobile device, and
use those passcodes to authenticate to SafeNet-protected applications and resources.

Enroll a MobilePASS token to generate an OTP on your mobile device without the need for a physical token.
The token works independently of mobile network connectivity. Once installed, the MobilePASS application will
be visible on the BlackBerry device.

You can enroll your MobilePASS token using either one of the following methods:

e Method 1 — Automatically copy and paste the activation code into the Auto Enroliment window by clicking
the Enroll your MobilePASS token link.

e Method 2 — Manually copy and paste the activation string into the Auto Enrollment option of the token.
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& SafeNet Authentication Service - Self Enr...

Enroll a MobilePASS Token using Method 1

After the administrator configures the MobilePASS settings using the SAS Manager, you will receive an email
notification.

v

device, download it from the following location:

Once the application has been installed, please select the link
below to Install the token on your device.

Enroll your MobllePASS token

In the event you are experiencing difficulties with loading the
token with this link, you may instead copy the following string,
open the MobilePass application, select Automatic Enroliment,
and then paste (on some platforms it may already be pasted):

RW5yb2xsbWVudFVSTD1odHRWezovLZEWLIYuMidyMzQve2VsZk
Vuecm9sbG11bnQvRFNLUFAUYXNweD92zYz1IV1U4ajiIMTOVMDQp
Ve2VWySUQ9ZXIhbHQNCIBhe3NwaHIhc2USODAAMA = =

resaxs

C\n

Tap the Enroll your MobilePASS token link. The Create New Token window is displayed.

Enter a new token name and then tap Activate.

3. Enter your Token PIN, and then tap Continue. You will be required to re-enter your Token PIN.
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4. Re-enter your Token PIN, and then tap Continue. Your Passcode is displayed in the next window, and your

token is activated.

“#: BlackBerry

Your Passcode

571821

5. If necessary, tap Generate Passcode to receive a new Passcode.

Enroll a MobilePASS Tokenusing Method 2

After the administrator configures the MobilePASS settings using the SAS Manager, you will receive an email
notification.

1. Tap the https:// link in the email. The SafeNet Authentication Service — Self-Enrollment window is
displayed.

2. Copy the activation string, ensuring that you select the entire string. The Create New Token window is
displayed.

Note: The last character "=" can be ignored during the copy operation.

Create New Token
I

By Pt Tehen |
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3. Enter a new token name and then tap Activate. The activation string that was copied previously is
automatically pasted in the Auto Enrollment window. If the automatic enrollment succeeded, the Set a PIN
window appears.

Note: Manual Enrollment is not supported in SAS MobilePASS.

Note: If your token is PIN protected, the Enter a Token PIN window is displayed. Enter a four, six, or eight
digit numeric or alphanumeric PIN into the Token PIN field, and then tap Continue. If your token is not PIN
protected, your Passcode is displayed and your token is activated.

4. Enter your Token PIN, and then tap Continue. You will be required to re-enter your Token PIN.

Re-enter your Token PIN, and then tap Continue. Your Passcode is displayed in the next window, and your
token is activated.

My First Token
Your Passcodo

571821

6. If necessary, tap Generate Passcode to receive a new Passcode.

Defining a Token PIN

MobilePASS supports both simple numeric protection PINs, and more complex, stronger alphanumeric
protection PINs. The numeric keypad is the default keyboard option. For stronger PIN protection, the
alphanumeric keyboard option is available by selecting the ABC key on the lower left corner of the keypad.

If you are using a PIN protected token, do the following:

U MyFistToken
Set a Token PIN
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Enter a four, six, or eight digit numeric or alphanumeric PIN into the Token PIN field. Make sure you re-enter the
PIN in the Re-enter Token PIN field.

Changing a Token PIN

To change your PIN, ensure that the token is activated and then do the following:
1. Open the MobilePASS application on the device.
2. Select the token name from the token list, and then enter your PIN to authenticate.

3. Tap Change Token PIN in the menu options.

Change Token PIN

Currant Token PIN

4. Enter and confirm the new PIN that you will use with the token. The Change Token PIN confirmation
window is displayed.

5. Tap Continue to generate a Passcode.

Note: You have only a certain number of times to enter the correct PIN (depending on how many retries your
administrator defined). If you exceed the number of retries defined, your token must be re-activated.
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Generating Passcodes with Time-based Tokens

If you are using a time-based token, the one-time passcode is automatically generated after the specified time
interval has elapsed.

Generating Passcodes with Challenge-Response Tokens

If you are using a challenge-response type token, do the following:
1. Enter the challenge provided on the Enroliment Portal into the Challenge Code field on the device.

2. Tap Generate Passcode. The passcode is displayed. To generate another passcode, tap Next Challenge,
and then repeat this process.

Voor Pascode

1507 1836
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Viewing Application and Token Information

To view application and token information:
1. Open the MobilePASS application on the device.
2. Select the token name from the token list, and then enter your PIN to authenticate.

3. Tap Token Information in the menu options. The Token Information window is displayed.

Renaming a Token

To change a token name:

1. Open the MobilePASS application on the device.

2. Select the token name from the token list, and then enter your PIN.
3. Tap Change Token Name in the menu options.
4

Enter your new token name and then tap Continue.
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Deleting a Token

There will be instances when you will need to delete your token.

To delete a token:

1.

2
3.
4

Open the MobilePASS application on the device.

Select the token name from the token list, and then enter your PIN.

Tap Delete Token from the menu options.

Read the warning, and then tap Delete.

Deactivating a Token

There will be instances when you will need to set your token back to its original state.

Note: Before deactivating tokens, contact your administrator. Unless re-enrollment privileges are enabled, you
cannot re-enroll your token until the administrator removes the token from your record.

To deactivate a token:

1. Open the MobilePASS application on the device.

2. Select the token name from the token list, and then enter your PIN.
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Tap Deactivate Token in the menu options.

4. Read the warning, and then tap Deactivate.

If you encounter a problem while installing, registering or operating this product, please make sure that you have
read the documentation. If you cannot resolve the issue, contact your supplier or SafeNet Customer Support.
SafeNet Customer Support operates 24 hours a day, 7 days a week. Your level of access to this service is
governed by the support plan arrangements made between SafeNet and your organization. Please consult this
support plan for further information about your entitlements, including the hours when telephone support is
available to you.

Contact Method Contact Information

Address SafeNet, Inc.
4690 Millennium Drive
Belcamp, Maryland 21017 USA

Phone United States 1-800-545-6608
International 1-410-931-7520

Technical Support | https://serviceportal.safenet-inc.com

Customer Portal Existing customers with a Technical Support Customer Portal account can log in to

manage incidents, get the latest software upgrades, and access the SafeNet Knowledge
Base.
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